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possible criminal penalties and/or ad-
ministrative sanctions.

(3) Report any unauthorized disclo-
sures of personal information from a
system of records or the maintenance
of any system of records that are not
authorized by this part to the applica-
ble Privacy POC for his or her DoD
Component.

(b) DoD system managers for each
system of records shall:

(1) Ensure that all personnel who ei-
ther shall have access to the system of
records or who shall develop or super-
vise procedures for handling records in
the system of records shall be aware of
their responsibilities for protecting
personal information being collected
and maintained under the DoD Privacy
Program.

(2) Prepare promptly any required
new, amended, or altered system no-
tices for the system of records and sub-
mit them through their DoD Compo-
nent Privacy POC to the Defense Pri-
vacy Office for publication in the FED-
ERAL REGISTER.

(3) Not maintain any official files on
individuals that are retrieved by name
or other personal identifier without
first ensuring that a notice for the sys-
tem of records shall have been pub-
lished in the FEDERAL REGISTER. Any
official who willfully maintains a sys-
tem of records without meeting the
publication requirements, as prescribed
by 5 U.S.C. 5562a, OMB Circular A-130,
and DoD 5400.11-R, is subject to pos-
sible criminal penalties and/or admin-
istrative sanctions.

§310.9 Privacy boards and office com-
position and responsibilities.

(a) The Defense Privacy Board.—(1)
Membership. The Board shall consist of
the Director of Administration and
Management, OSD (DA&M), who shall
serve as the Chair; the Director of the
Defense Privacy Office, Washington
Headquarters Services (WHS), who
shall serve as the Executive Secretary
and as a member; the representatives
designated by the Secretaries of the
Military Departments; and the fol-
lowing officials or their designees: the
Deputy Under Secretary of Defense for
Program Integration (DUSD(PI)); the
Assistant Secretary of Defense for
Command, Control, Communications,
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and Intelligence (ASD(C31)); the Direc-
tor, Freedom of Information and Secu-
rity Review, WHS; the General Counsel
of the Department of Defense (GC,
DoD); and the Director for Information
Operations and Reports, WHS (DIO&R).
The designees also may be the prin-
cipal POC for the DoD Component for
privacy matters.

(2) Responsibilities. (i) The Board shall
have oversight responsibility for imple-
mentation of the DoD Privacy Pro-
gram. It shall ensure that the policies,
practices, and procedures of that Pro-
gram are premised on the requirements
of 5 U.S.C. 552a and OMB Circular A-
130, as well as other pertinent author-
ity, and that the Privacy Programs of
the DoD Component are consistent
with, and in furtherance of, the DoD
Privacy Program.

(ii) The Board shall serve as the pri-
mary DoD policy forum for matters in-
volving the DoD Privacy Program,
meeting as necessary, to address issues
of common concern so as to ensure
that uniform and consistent policy
shall be adopted and followed by the
DoD Components. The Board shall
issue advisory opinions as necessary on
the DoD Privacy Program so as to pro-
mote uniform and consistent applica-
tion of 5 U.S.C. 552a, OMB Circular A-
130, and DoD 5400.11-R.

(iii) Perform such other duties as de-
termined by the Chair or the Board.

(b) The Defense Data Integrity Board.—
(1) Membership. The Board shall consist
of the DA&M, OSD, who shall serve as
the Chair; the Director of the Defense
Privacy Office, WHS, who shall serve as
the Executive Secretary; and the fol-
lowing officials or their designees: the
representatives designated by the Sec-
retaries of the Military Departments;
the DUSD (PI); the ASD(C3I); the GC,
DoD; the IG, DoD; the DIOR (WHS);
and the Director, Defense Manpower
Data Center. The designees also may be
the principal POC for the DoD Compo-
nent for privacy matters.

(2) Responsibilities. (i) The Board shall
oversee and coordinate, consistent with
the requirements of 5 U.S.C. 552a, OMB
Circular A-130, and DoD 5400.11-R, all
computer matching programs involv-
ing personal records contained in sys-
tem of records maintained by the DoD
Components.
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(ii) The Board shall review and ap-
prove all computer matching agree-
ments between the Department of De-
fense and the other Federal, State or
local governmental agencies, as well as
memoranda of understanding when the
match is internal to the Department of
Defense, to ensure that, under 5 U.S.C.
552a, and OMB Circular A-130 and DoD
5400.11-R, appropriate procedural and
due process requirements shall have
been established before engaging in
computer matching activities.

(c) The Defense Privacy Board Legal
Committee.—(1) Membership. The Com-
mittee shall consist of the Director,
Defense Privacy Office, WHS, who shall
serve as the Chair and the Executive
Secretary; the GC, DoD, or designee;
and civilian and/or military counsel
from each of the DoD Components. The
General Counsels (GCs) and The Judge
Advocates General of the Military De-
partments shall determine who shall
provide representation for their respec-
tive Department to the Committee.
That does not preclude representation
from each office. The GCs of the other
DoD Components shall provide legal
representation to the Committee.
Other DoD civilian or military counsel
may be appointed by the Executive
Secretary, after coordination with the
DoD Component concerned, to serve on
the Committee on those occasions
when specialized knowledge or exper-
tise shall be required.

(2) Responsibilities. (i) The Committee
shall serve as the primary legal forum
for addressing and resolving all legal
issues arising out of or incident to the
operation of the DoD Privacy Program.

(ii) The Committee shall consider
legal questions regarding the applica-
bility of 5 U.S.C. 552a, OMB Circular A-
130, and DoD 5400.11-R and questions
arising out of or as a result of other
statutory and regulatory authority, to
include the impact of judicial deci-
sions, on the DoD Privacy Program.
The Committee shall provide advisory
opinions to the Defense Privacy Board
and, on request, to the DoD Compo-
nents.

(c) The Defense Privacy Office.—()
Membership. 1t shall consist of a Direc-
tor and a staff. The Director also shall
serve as the Executive Secretary and a
member of the Defense Privacy Board;

§310.9

as the Executive Secretary to the De-
fense Data Integrity Board; and as the
Chair and the Executive Secretary to
the Defense Privacy Board Legal Com-
mittee.

(2) Responsibilities. (i) Manage activi-
ties in support of the Privacy Program
oversight responsibilities of the DA&M.

(ii) Provide operational and adminis-
trative support to the Defense Privacy
Board, the Defense Data Integrity
Board, and the Defense Privacy Board
Legal Committee.

(iii) Direct the day-to-day activities
of the DoD Privacy Program.

(iv) Provide guidance and assistance
to the DoD Components in their imple-
mentation and execution of the DoD
Privacy Program.

(v) Review proposed new, altered, and
amended systems of records, to include
submission of required notices for pub-
lication in the FEDERAL REGISTER and,
when required, providing advance noti-
fication to the Office of Management
and Budget (OMB) and the Congress,
consistent with 5 U.S.C. 5562a, OMB Cir-
cular A-130, and DoD 5400.11-R.

(vi) Review proposed DoD Component
privacy rulemaking, to include submis-
sion of the rule to the Office of the
Federal Register for publication and
providing to the OMB and the Congress
reports, consistent with 5 U.S.C. 552a,
OMB Circular A-130, and DoD 5400.11-R,,
and to the Office of the Comptroller
General of the United States, con-
sistent with 5 U.S.C. Chapter 8.

(vii) Develop, coordinate, and main-
tain all DoD computer matching agree-
ments, to include submission of re-
quired match notices for publication in
the FEDERAL REGISTER and advance no-
tification to the OMB and the Congress
of the proposed matches, consistent
with 5 U.S.C. 552a, OMB Circular A-130,
and DoD 5400.11-R.

(viii) Provide advice and support to
the DoD Components to ensure that:

(A) All information requirements de-
veloped to collect or maintain personal
data conform to DoD Privacy Program
standards.

(B) Appropriate procedures and safe-
guards shall be developed, imple-
mented, and maintained to protect per-
sonal information when it is stored in
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either a manual and/or automated sys-
tem of records or transferred by elec-
tronic on non-electronic means; and

(C) Specific procedures and safe-
guards shall be developed and imple-
mented when personal data is collected
and maintained for research purposes.

(ix) Serve as the principal POC for
coordination of privacy and related
matters with the OMB and other Fed-
eral, State, and local governmental
agencies.

(x) Compile and submit the ‘“‘Biennial
‘Privacy Act’ Report’” and the ‘“‘Bien-
nial Matching Activity Report’ to the
OMB as required by OMB Circular A-
130 and DoD 5400.11-R

(xi) Update and maintain this part
and DoD 5400.11-R.

Subpart B—Systems of Records

§310.10 General.

(a) System of records. To be subject to
the provisions of this part a ‘‘system of
records’ must:

(1) Consist of ‘“‘records’ (as defined in
§310.3(n)) that are retrieved by the
name of an individual or some other
personal identifier, and

(2) Be under the control of a DoD
Component.

(b) Retrieval practices. (1) Records in a
group of records that may be retrieved
by a name or personal identifier are
not covered by this part even if the
records contain personal data and are
under control of a DoD Component.
The records must be, in fact, retrieved
by name or other personal identifier to
become a system of records for the pur-
pose of this part.

(2) If files that are not retrieved by
name or personal identifier are rear-
ranged in such manner that they are
retrieved by name or personal identi-
fier, a new systems notice must be sub-
mitted in accordance with §310.63(c) of
subpart G.

(3) If records in a system of records
are rearranged so that retrieval is no
longer by name or other personal iden-
tifier, the records are no longer subject
to this part and the system notice for
the records shall be deleted in accord-
ance with §310.64(c) of subpart G.

(c) Relevance and necessity. Retain in
a system of records only that personal
information which is relevant and nec-
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essary to accomplish a purpose re-
quired by a federal statute or an Exec-
utive Order.

(d) Authority to establish systems of
records. Identify the specific statute or
the Executive Order that authorize
maintaining personal information in
each system of records. The existance
of a statute or Executive order man-
dating the maintenance of a system of
records does not abrogate the responsi-
bility to ensure that the information in
the system of records is relevant and
necessary.

(e) Exercise of First Amendment rights.
(1) Do not maintain any records de-
scribing how an individual exercises his
or her rights guaranteed by the First
Amendment of the U.S. Constitution
except when:

(i) Expressly authorized by federal
statute;

(ii) Expressly authorized by the indi-
vidual; or

(iii) Maintenance of the information
is pertinent to and within the scope of
an authorized law enforcement activ-
ity.

(2) First Amendment rights include,
but are not limited to, freedom of reli-
gion, freedom of political beliefs, free-
dom of speech, freedom of the press,
the right to assemble, and the right to
petition.

(f) System manager’s evaluation. (1)
Evaluate the information to be in-
cluded in each new system before es-
tablishing the system and evaluate pe-
riodically the information contained in
each existing system of records for rel-
evancy and necessity. Such a review
shall also occur when a system notice
amendment or alteration is prepared
(see §§310.63 and 310.64 of subpart G).

(2) Consider the following:

(i) The relationship of each item of
information retained and collected to
the purpose for which the system is
maintained;

(ii) The specific impact on the pur-
pose or mission of not collecting each
category of information contained in
the system;

(iii) The possibility of meeting the
information requirements through use
of information not individually identi-
fiable or through other techniques,
such as sampling;
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